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Fast detection of 
disaster-surviving 

victims

Wide-Zones Surveillance First responder of the futureCrowd evacuation systems

Crisis Telecommunication 
Systems

SECURITY OF CITIZENS 

SECURITY OF 
INFRASTRUCTURES AND 

UTILITIES 

INTELLIGENT SURVEILLANCE 
AND BORDER SECURITY 

RESTORING SECURITY AND 
SAFETY IN CASE OF CRISIS

SECURITY SYSTEMS INTEGRATION, 
INTERCONNECTIVITY AND INTEROPERABILITY

Improving the aviation security 
chain

DISASTER-RESILIENCE: SAFEGUARDING 
AND SECURING SOCIETY, INCLUDING 

ADAPTING TO CLIMATE CHANGE

Access Control
Enhancing cooperation between 

law enforcement
agencies and citizens - 

Community policing

DIGITAL SECURITY: CYBERSECURITY, 
PRIVACY AND TRUST

FIGHT AGAINST CRIME AND 
TERRORISM

Radars for long distance 
maritime surveillance and 

Search and Rescue 
operations
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ICT 7 Strand 3 concept at a glance

Secure and privacy-enabled network operations for critical 5G-

enabled infrastructures

The developed Security and Privacy Enablers will be able to enhance 

the reliability of network operations for European critical infrastructures 

with:
 Privacy-based analysis of access and IoT protocol designs and implementations 

catering for the development of privacy enablers

 Personal network data processing ecosystem for home and roaming 5G services

 Optical PUF (Physical Unclonable Functions) with novel photonics concepts for 

device authentication or dynamic key generation at wireless access points

 Scalable privacy through anonymization techniques for inter-domain control and 

management

Ultimate goal: 

Ultra Safe and Privacy Preserving 5G network operations 

for  critical applications
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Trying to grasp what is going on

Common Operational Picture

Legacy Infrastructure

Datasets: monitoring systems, 

CCTV, Hyper-spectral, Wireless 

Sensors, Simulators

Adhoc Systems

Datasets: Satellite imagery, 

positioning, UAVs, UGVs

Wearable/Portable

Datasets: First responder 

operation, police forces, 

medical crews

Crowd-sourced content

Datasets: Free text, pictures, 

sounds, videos, location

Big 

Data
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Slice management over networked heterogeneous 
resources 

Active Exit Signage

Wire (less) Sensor 
Networks

Mobile Phones

Security Cameras

Civilians/ Crowd

Civilians + 
Mobile Phone

First Responders
Stewards

Roaming of 
Entities

Aggregation of 
Smart Spaces

Social 
Networks
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Pilot 4: 

Evacuation of a 

metro station

Pilot 1: 

Evacuation of a 

football stadium

Pilot 2: 

Emergency 

healthcare 

provisioning

Pilot 3: 

Evacuation of 

an Airport 

Terminal

Security and 

Privacy 

cross domain 

5G Enablers

Key Activities and Partners
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Full-fledged demonstrations
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